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Ckauatsb [IIAmep GecnmaTtHO 0T Softonic:
CekpeTaMy MOKHO 0e3 mpo01eM AEeIUTHCS C
IIOMOIIIBIO ITPOCTOr0 TEKCTOBOTO x31a. TBSCrypt
— 3TO KpuITorpadudeckas OnbOInOTEKA C
OTKPBITHIM MCXOIHEIM KOJIOM IS Java /7 U BBIIIE.
Ox ucnons3yeT Advanced Encryption Standard
(AES) gns mmdpoBaHus ¥ PacIInPpPOBKU TEKCTOB
B IaMATH U Ha OucKe. Cpeny CBOUX PYHKIIUK
TBSCrypt npennaraet gOmOIHUATEILHBIE
aJITOPUTMEI IITU(PPOBAHUS, BEKTOPEI
MHUIAAIN3aliy, THOpUaHOe MK POBAHUE,
METOMHI VIIaKOBKHU H... YTO OEeHMCTBUTEILHO
BaXXKHO, TaK 3TO TO, YTO 3aIIU()POBAHHLINA TEKCT
OTJIMYaeTCs KaXK[abIM pa3, KOra BhI IeyaTaeTe.
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ITosTOMYy, €CJi KTO-TO €ellle MOJIYYUT Balll TEKCT,
OH He CMOXKeT caejiaTh HUKaKUX IIPEeanoIoKeHUN
O TOM, UTO BHI OTIIpaBuiu. Ilomacts Tyga Ilpexme
YyeM BBl HAYHETE UCII0Ib30BaTh TextCrypt Text
Encryptor, Bam He00X0OMMO COeNaTh
crenyromiee: 1. YcTaHOBUTE MTAKET
IIPOTPAMMHOT0 00eCIIedeHHus C OTKPLITHIM
MCXOOHBIM KOmoM. 2. [lepeunuTe B KaTajor, B
KOTOPBIM BBl CKadanum TextCrypt.exe, © 3aMeHUTE
(aui Ha YUCTHIU. 3. 3allyCTUTE IIporpaMmmy. 4.
[IporpaMMa 3ampOoCHUT IapoJib, KOTOPHIU BEI
XOTUTE UCII0JIb30BATh [JI BXO[la B CUCTEMY. D.
3aTeM OH 3alPOCHUT KaTalior, B KOTOPOM BEI
XOTUTe 3amudpoBaTh ¢pausnl. 6. CoxpaHuTe
3aln@poBaHHbIE (PalIbl B JUPEKTOPHIO, O
KOTOPOM BaM COOOIIMT IIporpaMma. 7. 3aTEM BHI
MOZKETe IIePEeUTH B «YUETHYIO 3allUCh
3JIEKTPOHHOM IIOYTHI» 1 BEIOPATh (Paui gis
paciIu@pPoBKHU. 8. EcIu BBl XOTUTE
pacin@poBaTh (auii, BBl MOXKETE BBECTH IIapOJIb.
9. PacmmpoBaHHBIN TEKCT — 3TO TOT, KOTOPHIX
BEI ITOMeCTuIu B 0ydhep oOMeHa o TOro, Kak
3amudpoBanu ¢pania. 10. [TopTopure 1maru 8 u 9
st 1000r0 (haiiaa, KOTOPHIM BBl XOTUTE
pacurdpoBats. 11. Haxxmute kHONIKY «HavyaTh



mudppoBanue». 12. Korga mudpoBanne Oyger
3aBEPIIEHO, TPOorpaMMa IIOIPOCUT Bac
COXPAHUTH 3allIUPPOBaHHLIE (PaUJIEL B APYIOU
KaTaJsor. 13. 3aTeM BBl MOXKETe pacliaKoBaTh
3amm@poBaHHbIE (Pauabl ¢ moMoinbio WinZip. 14.
3aTeM Bbl MOXKETe CKOIUPOBAaTh 3allli()POBaHHEIE
(hauJibl Ha CBOM KOMITBIOTEP. EcCiiu y Bac ecThb
KaKne-Tn00 BOIIPOCH], BBl MOXKETE
BOCIIOJIb30BAThCS HAIIEW CIyKO00M IMOAIEPKKH.
KpomMme Toro, Bel MOXKETe OTIIPABUTh ITUCHEMO II0
agpecy [email protected] Me1 Oymem pamel Bam
nmoMouyb. Onucanue: Secret Sharer — 3To
IIporpaMma It 0e30macHOro o0OMeHa
TEKCTOBBIMU COOOIIeHUSIMU. CIIONB3Y S
mu@poBaHue, oH obecreynBaeT 6€30IaCHOCTD
BaIlIMX COOOIIEHNM B 4aTe. XOTS OH HUCIIOIb3YyeT
mru(ppoBaHue, OH MO-IPEKHEMY OeCIIIaTeH.
Secret Sharer — 310 OecnaTHOE U aHOHUMHOE
IIporpaMMHOe oOecrnedeHne Mg 4aTa Co
MHOXKECTBOM (DYHKIINK, KOTOPOE IT03BOJISAET
10JIb30BaTeNIM 0€30IIacHO 00IIaTLCSA APYT C
npyroM... Onucanue: TextCrypt — 3TO OBICTPHIM
M IIPOCTOH
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[TogmepxkuBaTh: BPyYHYIO BEIUYUCIISIET XIIIU U
COXpaHseT UX B 0a3e JaHHBIX xdmmen. I1o3Bonser
MMIIOPTUPOBATH XEIIMPOBAHHEIE TEKCTHI 13
Oydepa oOMeHa. ITO IPUTOKEHNE SIBISIETCS
yacTbhio Kojnekuuu Off-line Converter. On
COOEPKUT pa3jINuHbIe APyrie HHCTPYMEHTHI,
nIpegHa3HadeHHBIEe I IpeoOdpa30BaHusI MeXIY
pPa3IUYHBIMUA (popMaTaMu (PanaoB, BKIOYAs
MOKYMEHTHI, N300pakKeHusI, MY3BIKY, BULEO U
apxuBhl. Kak u oHu, SHAsher — 3T0 mmpocTas,
IIOJTHO(YHKIIMOHAIbHAA IIOPTaTUBHAS YTUINATA
IJ151 BCEX TUIIOB I10JIb30BaTEJNer. 3alln(poBaTh
MCTOPHUIO YyaTa ¢ nomoinbio SHAsh2php SMBLite
— 9TO0 KOMIIAKTHOE ¥ MOPTAaTUBHOE PHUJIOKEHNE
I IMQPOBAHMS U Jelmn@poBaHus COOOIeHNM
yaTa OJIMHOU OO0 2505 CUMBOJIOB C
MCII0JIb30BaHUEM aJIrOPUTMa XEIIMPOBAHUS
SHA256. OH He TpeOyeT HaCTPOUKHU U MOXKET
MCIIOJIb30BAThLCS Ha BCEX IIaT(HopMax, BKIII04Yas
MOOMIIbHEIE YCTPOMCTBA. ITO OOHO M3 CAMBIX
IIPOCTHIX IIPUJIOKEHUM B KOJIJIEKIIUY, IIOCKOJIBKY
OHO He IIpejJiaraeT HUKAKoro uurepderica



KOH(PUTYPaLluM, PACIINPEHHBIX PYHKIINNA UK
BO3MOXKHOCTEH 151 paOOTH B aBTOHOMHOM
pexume. CMbJIaut Onucanue: 310
[IPUJIOXKEHKWeEe, KOTOPOe MOJIXKHEI UMETh BCe
IIapPHY, II0 KpauHeu Mepe, O Mu(pPOBaHU
CBOMX COOOIIEHNH B 4aTe, YTOOBI HUKTO HE MOT
[IPOYUTaTh UX 4YaThl. [Iouemy? IToTOoMy 4TO,
KOT'[Ia Balll IPUATEJIb OTIIPABIIIET BaM
COOOIIIeHNE, BE TOBEPSIETE €My U XOTUTE 3HATD,
YTO ero He B3jioMaau. Ho He Bcerma BO3MOXKHO
IIOOTBEPOUTh YTBEPKOEHUE, HAIIPSIMYVIO
IIOIIPOCUB XaKepa JoKa3aTh 3T0. YTO HOBOTO B
3TOM O00HOBJIeHNM? *BO3MOKHOCTL COXPAHATh
n30paHHBIE KOHTAKTHI, MOOKIIIOYAs X K
IIPUJIOZKEHUI0 BMECTO CO3aHus KaXKIbIA pa3
HOBOU CJIy4anHOU 3amnucu. *[lo0aBieHne oMU
IIapoJIsa OJid YCKOPEeHUs IIpoliecca reHepaluu
KJTI04Yer. *Bo3MOXKHOCTE 9KCIIOPTAPOBATH BalllM
KJIFOYY B (DAl IJI Pe3ePBHOr0 KOMUPOBaHUS, C
BO3MOXKHOCTBIO 3KCIIOPTa TOJIBKO KJTI04Ya UJIA
dbakTHYeCcKux maposueu. * [JobaBneHa
BO3MOXKHOCTh aBTOMaTHU4YE€CKOT0 KOIIMPOBAHUS
BCeX KI04en B Oydep oOMeHa a1 yooOHOU
BCTABKH B COOOIIEHMS 3JIEKTPOHHOM MOYTHI. *
M3MeHeHMe 3Ha4yKa [OJis TeX, KTO IIPeano4YuTaeT



0ojiee COBpeMEHHBIN BU. * [1OIOITHUTEIbHBIE
3HAYKW MEHIO, MeJalolne Ipuinoxenne 0omee
KOMITQKTHEIM. *[[OIOTHUTEJIbHBIE A3BIKH,
BKJII0Yasl PYCCKUU, PPaHIy3CKUU, IOJIbCKUU U
Opa3uIbCKUi IOPTyraabCKull. *YCcTpaHeHune
HeOompIux 0aroB. 3amu@pPoBaTh NCTOPHIO YaTa
¢ nomoIsio PHP-ckpunta SHA256. OyHKIUM
SHA256::connect() u SHA256::decrypt()
VCIIOJIb3VIOTCS [JIS IPOBEPKHU X3IIIa, 1 00€
TPeOYIOT OJMHAKOBBEIX HacTpoeK. OHU OYeHb
JIerKue 1 He TPpeOyIOT BHEIIHUX 3aBUCUMOCTEN.
Bce, 4TO OHM [€1al0T, — BBIYMCIISIOT X3III
BBEIEHHOT'O COOOIIEHNS 1 IIPOBEPSIOT €T0
CXOICTBO C COXPaHEHHBIM COOOIIeHHEeM, YTOOHI
ONpPeaenuTh, ObIJIO 1K IIOCIegHee N3MeHeH0. BaM
IIPOCTO HYZKHO BBI3BAaTh (PYHKIIUU C
[IPaBUIIBHEIMM HacTpoukaMmu: Xamu SHA1
MCIIOJIb3YIOT OPyrAe HaCTPOUKH, YeM XIIIIU
SHA256, u TpeOyIOT CIeqyomux HaCTPOEK:
hash alg = shal hash type=shal 1eaed4ebc0
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[TpunoxkeHne He HalJEeHO B Mara3uHe. :-(
[lepesiTu B Mara3ul Beb-norcka Google
[TompoOyiiTe 3ammn@pPoBaTh TEKCT C IIOMOIIIBIO
xamI-Tuia SHA256 13 npuMepa u3o0pakeHusl.
P.S. 9TO He KPUINTOCHCTEMA, UCIIOJIb3yeMas B
O0AaHKOBCKHUX cHCTeMax: Kak 1 OOJIbIIHHCTBO
aJITOPUTMOB MIN(POBaHUS, IEPBHIM paboTaeT Ha
OCHOBe OMHAPHOMU JIOTMKH, OCBOUTH KOTOPYIO
HOBHYKaM HellpocTo. K c4acThio, MHOTHE
IIPUJIOKEHUS IIPOCTHl B HCIIOJIb30BAHUHY, €CJIN BHI
clIegyeTe HEKOTOPLIM OCHOBHLIM IIPaBUIaM,
TaKUM KaK MCIIOJIb30BaHue (PUKCUPOBAHHOTO
KJ1I04Ya 1 He NETaeTeCh HAYYUTHCS BPYUHVIO
BBEIUHMCJISITh X3IIM. BB MOXKETe PaCCMOTPETh
OMONIHMOTEKH U IIPUI0XKEHHUSI, ITIOHOOHEIE
onyOIMKOBAaHHEIM KOMMEHTATOPOM, KOTOPHIE
paboTaloT KakK IlapM. BEl TakXke MoxeTe
IIPOYMUTATH AOMOJIHUTEIbHYIO HH()OPMAIIHUIO O
xeml-pyHKuax 1 SHA1, SHA256, SHA384,
SHAS512 u MD5 B HallleM CIIMCKe 3aMevaTeIbHbIX
CIIPABOYHLIX CTpaHuI. P.S.c. MuI He
eIUHCTBEHHbIE, KTO PEKOMEHOyeT TaKue



IIPUIOXKEHNS, KOTOPBIE He [al0T BaM IOJIHOTO
KOHTPOJIA HaJ, KOHEYHLIM Pe3yJIbTaTOM. ITO
HOBas (PYHKIMS, KOTOpPas He HPABUTCSI MHOTUM
moJib3oBaTensaM Windows, ITOCKOJIBKY OHa
BEIHYKJAET UX UCIIOJIb30BaTh MPOCTOMN U
CTaHOaPTU3UPOBAHHLIM MeTof mu@poBaHus. Ha
MOM B3TJIS[I, K 9TOMY THUIIY KPUIITOrpauu jIerye
IIPUBBIKHYTH HOBUYKY, IO3TOMY MBI IIPUBOIUM
3TOT MIPOCTOM IIPHUMeEP, YTOOHI IIOHATH, KaK
paboTaeT XelIMpoBaHue TEKCTa. ATbTepPHATHBOMI
SHAsher sBnsercss PGP, momoIHUTENbHYIO
MH@POPMAIIUI0 0 KOTOPOM Bbl MOXKETEe HAUTHU B
Bukunepun. Ero mmdpoBanue 0omee
IIPOOBUHYTOE, HO OJIS HEro TpedyeTcs
MOOKJII0YeHre K MHTepHeTy Uiy IporpaMMHOE
obecneuyenne PGP/MIME. OgHako ecTs
IIpuIoXeHue s iPhone oT Toro xe aBTopa,
KOTOPOE IMO3BOJIUT BaM IIM(POBaTH BalllK
TEKCTHI, UCIIOJIb3YyS Te XK€ NPUHIIUIILIL, TaK YTo,
10 KparHeu Mepe, Bbl CMOXKETE UCIIONIb30BaTh
PGP 6e3 He0o0X0OUMOCTH MOKYIIaTh IPOTrPaMMHOE
obecneuenne PGP. KcTaTu, mepBhIi
IIOPTATUBHBIN KINEHT PGP OblI 04eHBb IPOCTHIM,
HO, K COXKaJIeHHI0, O0JIbIIe HEe JOCTYIIEH IS
HOBUYKOB. OnyOnmukoBaHo: 1 uwoHg 2009 r.



3aTeM, KOHEYHO, BBl TaKXKe MOXKeTe IU(pPOBaTh
co00I1IeHu s, UCIonb3ys anroput™m RSA nnu RCA4.
Brl MoKeTe y3HaTh 00JIbIIe 00 3TUX
KPUNTOrPapryeCKUX X3IIaxX Ha HallKUX
CIIPAaBOYHBIX CcTpaHUIaX. YT0 Kacaetca PGP u
SHA1, SHA256, SHA384, SHAL12 u MD5, Te xke
METOOEI MOXKHO HAaWTH Ha HaIlleX CIIPaBOYHOMU
CTpaHulle. 7 KOMMeHTapues : Ciiepeau Bce
IIPOCTO, KaK 1 C3agu. ITO MOTJIO OBl 3aHSATH €IIle
HECKOJIBKO 4aCOB MOEr0o BPEMEHHU, HO He [IJIf
CcOo3maHus nyyiiero npunoxenus. [lupposanue
He TOJIZKHO OBITH CJIOKHBIM IIPOI1eccoM. Bo-
IIEPBHIX, S COTJIACEH, YTO Y HETO JIYYIIUU
MHTePQEenC 011 HOBUYKOB. X0XKY

What's New in the SHAsher?

C 2000 roga cyiiecTByeT MHOXKECTBO
KPUIITOrPaduUeCKHX aJITOPUTMOB, KOTOPHIE
VICIIOJIB3YIOTCS IS 3aIlUTHI MUJIJIMOHOB
KOH(pUOEeHIIMaIbHEIX JTaHHBIX B UHTEpHeTe.
Hawnbosnee pacrnpocTpaHeHHBIE U3 HUX Teleph



M3BECTHBI KakK SHA, 4T0O 03HaYaeT «AJITOPUTMEL
0e30macHOro XemupoBaHus». [IBymMs Haubosee
MIONYJIAPHBIMY aJropuTMaMu ABIA0TCA SHAL u
SHA256, KOTOpEIE IIpeIHa3HaYeHbI I
VCII0JIb30BaHUS IS XEIINPOBAHUSI MUJITMOHOB
TOYEK JaHHHIX I CO30aHuA OTIIedYaTKa MaJjblia
(GDUKCUPOBAHHOI'0 pa3Mepa. XOTSA OHU
9(p(PEeKTHUBHLI B OCTAHOBKE X€EIll-aTaK METOA0M
rpy0O0M CHUJIBI, OH HUYErOo He rapaHTUPYIOT.
LlenmeycTpeMIeHHBIA 3TI0YMBIIIJIEHHUK MOXKET I10-
[IPEeXXHEMY IIbITaThC HUCII0JIb30BaTh OOHY U TV XKe
Xell-(pYHKIUIO COTHHU, €CJIA He TBICSIYU pa3, H,
TaKUM 00pa30M, MIEITaThCS HAUTU BaPUAHTHI,
KOTOPEIE IIO3BOJIST €My B3JI0MaTh Kof. XOpoIllen
HOBOCTBIO SIBJISIETCS TO, UYTO BBl MOXKETE KOe-4TO C
3TUM CJejlaTh, @ UMEHHO UCIIOIb30BaTh IIPOCTHIE
IIpUEMHI ITH(POBAHUS TEKCTA, YTOOHI BAIlIM
IPYy3bs 3HAJIM, YTO BE COOMpPAEeTeCh IIOIYYUTh
TEKCTOBO€e coo0IIeHre. Ymesi COCTOUT B TOM, UTO
II0CJIE€ TOTO, KaK BHI OTIIPABMIN COOOIIEHNE, BB
MOXKEeTe MITHOBEHHO COXPaHUTh 3alllu(PPOBAHHEIN
(daus Ha USB-HakKonuTesne Uiy 3arpy3uTh €ro Ha
BeD-cepBep, KaK TOJIBKO OH OyaeT 3amm@poBaH.
Takum 00pa3oM, B ciIydae ycliexa aTaku y Bac
BCe ellle OyIeT MCXOOHBIM TEKCTOBLIM (haiil O



CpaBHEHUS X3IIIa, ¥ Bbl CMOXKETEe OIIPEeNesIuTh,
OBUIM IM JAHHBIE KAKUM-TTH00 00pa3oM
M3MEHEHHBI UJIN HeT. Eciii 3TO Tak, BBl MOXKETEe
IoImpo0oBaTh pacmuPpPoBaTh Pauil, 4TO 3a0yCTUT
IOJINTEJILHBIN IIPOIIECC U3MEHEHUS MeTOo/ia
MKUPPoBaHusA. ECTb MHOTO HHCTPYMEHTOB,
KOTOPEIE MOTYT IIOMOYb BaM B 3TOM IIPOIECCe, B
ToM unciie Keka u KEYCAD, koTophie JOOaBISIOT
IOIIOJIHATEJIbHEIE (PYHKIIMM, TaKKe KaK IIPOBEPKa
n kimoun AES. Keka GecmiiaTeH, HO UMeeT
MOBOJIBHO CJIOXKHEIM MHTEP(ENC, B TO BpeMS KakK
KEYCAD umeeT 6a30BHIM HHTEPPEHC U €T0
MOXKHO HalTH MeHee 4yeM 3a 15 moinapos.
OnpHako SHAsher mo3BossieT co3maBaTh 3TU
(parJIbl BCEI0 HECKOJIBKUMHU 1€ TYKaMU MBIIIH.
Ha3zBaHue caurta I[Tognummurecs Ha OJI0T II0
3JIEKTPOHHOU I104YTe BBemuTe CBOU ampec
3JIEKTPOHHOM IOYTHI, YTOOHI IIOAIINCATLCS Ha
3TOT OJIOT ¥ MOJIy4aTh YBEOOMJIEHHS O HOBBIX
COOOIIIEeHU X 110 3IIeKTPOHHOM ITo4Te. AIpec
3JIEKTPOHHOM IT0YTH [ToArcrIBauTECh HA HAC
OTKa3 OT OTBETCTBEHHOCTU HEKOTOpPEIE CCHIIKU
Ha 3TOM BeO-CalTe SIBISIOTCS MapTHEPCKUMU
CCBUJIKAMH, YTO O3HAQ4YaeT, YTO €CJIN BEl HAa’KMeTe
Ha HUX U COBEPIIUTE IMOKVIIKY, S IIOJIY4y



HEOOJIBIIYI0 KOMUCCHIO.Ta KOMUCCHS
MCIIOJIb3YETCS OJIA OIJIaThl PECYPCOB,
VCIIOJIb3YEMEBIX /IS MOAJepKaHus BeO-cauTa. Q:
HTML/CSS: BepTuUKaIbHBIN TEKCT C (hoHOM? f
IIOIILITAJICS CO3MaTh 3arojIOBOK CO CTPOKOU
«AMsa» 1 CTPOKOU «]JIOJIZKHOCTh», HO HE CMOT
IIOHSTH, KakK 3TO chaenaTh. 4 xouy, 4TOOBI 3TO
BBITJISIOENIO TaK: UMsa



System Requirements:

PS3/Buta/Windows - : PS3/Vita/Windows -
Peruon PAL/NTSC.: - - PekomeHaoyeTcd
IIIMPOKOIIOIOCHOE ITOOKITI0OYeHE K NHTEepHETY U
BEICOKOCKOPOCTHOE MOaKIIYeHrue K MHTepHeTy.
CucremHnle TpeboBauus: PS3/Buta/Windows - :
PS3/Vita/Windows - Pernon PAL/NTSC: - -
PekoMeHyeTCs MIMPOKOIIOJIOCHOE ITOOKITIUYEeHNE
K MHTEpHETY ¥ BLICOKOCKOPOCTHOE
nonkiaoyeHue K MHTepHeTy. CCTEMHEIE

TpeboBanus: PS3/Buta/Windows - : PS3/



