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BoxCryptor — 3T0 IpocToe MPUIOKEHNE C MMPOCTOH 1Le/Ibi0: MMppPOBaHNE JaHHBIX B 0071aYHOM XpaHUINIIE, YTOOH ITIOCTOPOHHME JIMIla He UMEIH [OCTyIa K KOHTEeHTY, IOTOMY 4TO BCe 3alnpoBaHO JIOKaIbHO. [IpOAyKT npegHa3HadeH AJig pab0oThl C OCHOBHBIMU
OHJIaMH-CEepBUCAMU XpaHeHus, TakuMu Kak Dropbox, Google Drive, OneDrive ot Microsoft unu SugarSync. Hcronb3yeT mydinne aaropuTMhl mmbpoBanus Best npouenypa mudpoBanus mpoxonuT 6e3 mpobieM, Tak Kak ImporpaMMa Co3flaeT Ha KOMIIbLIOTEpe
BUPTYAJIbHBIN OUCK, e BCe MaHHBbIE 3alUINAI0TCS Iepel UX OTIIPABKOM B MMAINIKy CUHXPOHU3AIIMY BHIIEYIIOMSHYTHIX CITy2K0. Bce 971eMeHTHI 3alUINe bl 10 OTAETbHOCTH C UCIIOIb30BAHNEM CTPOTHUX CTAaHAAPTOB, MCIIOJB3YIOMINX Kak cuMMeTpuyHoe (AES-256), Tak u
acuMMeTpuyHoe mudpoBanue (RSA), ocHOBaHHOE Ha [ABYX KJl0UaX: YaCTHOM U OTKPHITOM. [ UCIIOIb30BaHUS IPUI0KeHUs TpeOyeTcs ydeTHas 3alluCh, U 1OCIIe BXOa B CUCTEMY OHO aBTOMAaTUYECKHU OIpefieNsieT, eCTh JIX y Bac Manka 00J1a4Hoi CUHXPOHU3alluY B
cucteMe. Ecnu OH He MOXKeT HalTH MeCTOIIOJI0KeHHe, Bbl MOKETe YKa3aTh ero BPY4YHYIO; ITOAePKUBAI0TCS HECKOIBKO MeCToImonoxenui. [Ipocras Kondurypauus IToMruMo yKa3aHUS MECTOIIOIOXKEHUS MMallKW CUHXPOHU3AIUH, 15 ITpaBuiIbHOM padoTsl BoxCryptor
He TaK MHOT'0 HY2KHO HAaCTPOUTh. Ero MOXKHO HaCTPOUTH TaK, YTOOBI OH 3aIllyCKaJICS BMECTe C OTePaIlMOHHOM CHCTEMOM ¥ aBTOMATUYECKH IIPOBEPSIT Haluyrue 00HOBIeHUH. [Ipyroit BapuaHT — BKJIIOUUTH IudpoBaHue UMeH ¢GaiioB, HO 9TO JOCTYIIHO TOJLKO B
njaTHOU Bepcuu. Jlerko paborats ¢ [Tocse Toro, Kak BCe HACTPOEHO, MKU(pPOBaHUe JaHHBIX CTAHOBUTCS HECIIOKHBIM [I€JIOM, IIOTOMY 4YTO BCE, UTO BaM HYKHO CHeNlaTh I X 3alllUTHl, — 9TO MTOMECTUTh UX Ha AucK BoxCryptor. [Tpu moakimoueHu BUPTyaTbHOTO
OUCKa K [TalKe OHJIaMH-CUHXPOHU3alluy BCe NaHHBIE aBTOMaTHYEeCKY 3alIAIIAI0TCS ¥ TOTOBH K OTIIPaBKe B yHaleHHOe xpaHwniie. C Apyrou CTOPOHE], MBI 3aMETHUJIX, YTO €C/IM B ITallKe CUHXPOHU3anuu ecTh (aunel, BoxCryptor He mepexoguT K uxX MU(POBaHUIO
aBTOMATUYECKHU, ¥ BaM HYKHO MHUIIMMPOBATH IIPOIECC U3 UX KOHTEKCTHOTO MEHIO; TOJIbKO HOBEIE (paiiyibl 00padaThIBAIOTCS aBTOMaTH4YecKu.Kosienxk Bpauel U XUPYProB ¥ YTO OH 3asBUJI, YTO OIUIATUT JIeYeHHUe JIeHKeMHUHU CBoero chiHa. OmHAKO Cy[l TepBOi
MHCTaHIUM YCTAHOBUJI, UTO «[(paKTUUeCKH] ... OTBETUMK HEOMHOKPATHO II0JIb30BajICAd IIpeuMyllecTBaMu Komnnernu Bpadel ¥ XUPYpPros, yrpoxas 310ynoTpedneHneM ClyKeOHBIM M0JI0KEeHUEeM UCTIY U €T0 KeHe, eCIId OHU O0TKaXyTCs IOANKUCAaTh OTKa3 OT
narnueHToB». [3] Pa3gen «3anpeT Ha IOCTYIJIEHHe» B CTyIeHYeCKOM TeTpafu COIEePKUT IoIpa3Mes, 03arjaaBlIeHHbN «3aK0H 0 3JI0yIIOTPeOIeHUsIX CITyKeOHBIM IT0JI0KeHueM». DTOT pa3aen, pa3nen IX, BKIOYaeT moapas3esl, 03ariaBle bl «MeguHCKas
omubKa», CO CIEOYIIIUMHI YTBEPKIEHUIMH: «Bpay ompaBabBaeT 3710yI0oTpebIeHne CnyKe0HbIM IT0JI0KeHeM, 0TKa3hIBasICh CIeN0BaTh YKAa3aHUIM MallieHTa UIu
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BoxCryptor — 3T0 IpocToe MPUI0KEHNUE C MMPOCTOH 1Ie/Ibi0: MM pPOBaHNE JaHHBIX B 0071aYHOM XpaHWINIIE, YTOOH ITIOCTOPOHHME JIMIla He UMEJIH [OCTyIa K KOHTEHTY, IOTOMY 4TO BCe 3aIlnpoBaHO JIOKaIbHO. [IpOAyKT npegHa3HadeH [Jig pab0oThl C OCHOBHRIMHU
OHJIaH-CEepBUCAMU XpaHeHUs, TakKuMM Kak Dropbox, Google Drive, OneDrive ot Microsoft unu SugarSync. Hcronb3yeT mydinue aaropuTMhl mmbpoBanus Best npouenypa mudpoBanus mpoxonuT 6e3 mpobiieM, Tak Kak MporpaMMa co3flaeT Ha KOMIIbIOTepe
BUPTYAJIbHBIN OUCK, e BCe MaHHBIE 3alUINAI0TCS Iepe UX OTIIPABKOM B MMANIKy CUHXPOHU3AIIMY BHIIEYIIOMSHYTHIX CITyK0. Bce 971eMeHTHI 3alUINe bl 10 OTAETbHOCTH C UCIIOIb30BAHNEM CTPOTHX CTAaHAAPTOB, MCIIOIb3YIONINX Kak cuMMeTpuyHoe (AES-256), Tak u
acuMMeTpuyHoe mudpobanue (RSA), ocHOBaHHOE Ha [ABYX KJ0YaX: YaCTHOM U OTKPHITOM. [ UCIIOIb30BaHUS IPUI0KeHUs TpeOyeTcs y4eTHas 3allucCh, U 1OCIIe BXOa B CUCTEMY OHO aBTOMAaTUYECKHU OIpe[ieNsieT, eCTh JIU Y Bac Marnka 00J1a4Hoi CUHXPOHU3AlluY B
cucteMe. Ecnu OH He MOXKeT HaTH MeCTOIIOJI0KeHHUe, Bbl MOXKETe YKa3aTh ero BPY4YHYIO; IOAIePKUBAIOTCSI HECKOIBKO MeCTOIonoXxeHu. [Ipoctast Kondurypauus IIToMruMo yKa3aHHS MECTOIIOIOKEHUS MMallK¥ CUHXPOHU3AIUH, 15 ITpaBuiIbHOM padoTsl BoxCryptor
He TaK MHOT'0 HY>KHO HaCTPOUTh. ET0 MOXKHO HAaCTPOUTH TaK, YTOOH OH 3aIlyCKaJICsl BMECTE C OIEpPAIlMOHHON CHCTEMOM U aBTOMaTUUYECKH ITPOBEPSNT Hanuune 00HOBIEHUN. [Ipyroi BapuaHT — BKJIIOYUTE IM(PoBaHue UMeH (GaitioB, HO 9TO HOCTYIITHO TOIBKO B
nyaTHO# Bepcuu. Jlerko paboraTs ¢ [Tocie TOro, Kak BCe HACTPOEHO, MKU(pPOBaHUe NaHHBIX CTAHOBUTCS HECIIOKHBIM [I€JIOM, IIOTOMY YTO BCE, UTO BaM HYKHO CHeNlaTh I UX 3alllUThl, — 9TO IOMECTUTh UX Ha AucK BoxCryptor. [Tpu mopkioueHu BUPTyabHOTO
O¥CKa K IalKe OHIalH-CUHXPOHMU3AaIuY BCe MaHHbBIEe aBTOMaTHYECKH 3allIUINal0TCS U TOTOBH K OTIIPaBKe B yaaleHHOe xpaHumnuile. C Opyroi CTOPOHEI, MBI 3aMETHIIM, YTO €CJIA B ITallke CHHXPOHHU3alUM eCcThb (aiinnel, BoxCryptor He mepexoauT K ux MmudpoBaHUIO
aBTOMaTUYECKHU, U BaM HYKHO MHULIMUPOBATH MIPOIIECC M3 UX KOHTEKCTHOTO MEHIO; TOJIbKO HOBHIE (paiisibl oOpabaTriBaloTCS aBTOMaTudecku. BerBom BoxCryptor, 6e3yClioBHO, ABIAETCS OBICTPEIM U YOOOHBIM CIIOCOO0M 3arpy3Ku Baiux (aiinoB B 001aK0, yXKe
3aIUIIEHHBIX C TIOMOIIBIO IMM(POBaHUS, HO 3TO HE TaK. Pa3paboTumK 3asBIIsI€T, YTO CEPBUC HE XPaHUT HUKAKUX CBEMIeHU O BalllMX K/TI04ax MKU(PPOBaHUS UM APOJIAX, YTO MOJIKHO IMOBLHICUTH IPUBJIEKATENIbHOCTD [JIS MOIb30BaTene. Bumeorun Boxcryptor
BokcKpumnTop... BoxCryptor — 3T0 mpocToe IpuioxkeHue C IPOCTOM 11eMbio: M(poBaHre NaHHKIX B 00JIaYHOM XpaHUIIKIIe, YTOOR IOCTOPOHHYE JIUIa He UMeJIU NOCTYIIa K KOHTEHTY, IIOTOMY YTO BCe 3auIn@poBaHo JI0KalbHO. [IpOAYyKT mpefHa3HayeH [Jist paboTh C
OCHOBHBIMM OHJIaH-CEPBUCAMU XpaHeHUs, TaKuMu Kak Dropbox, Google Drive, OneDrive ot Microsoft unu SugarSync. Mcrionbs3dyeT myuiire anropuT™mhl mudpposanus Llemukom 1eaed4ebc0
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Boxcryptor — aTo pocToe MpunoKeHue € MPOCTOH 1e/bi0: MuppoBaHue JaHHBIX B 0071aYHOM XpaHUIHIIE, YTOOH ITOCTOPOHHUE JIMIla He UMEJIH JOCTyIa K KOHTEHTY, IOTOMY 4YTO BCe 3ammn¢poBaHo JI0KaIbHO. [IpOgyKT mpegHa3HadeH A1 paboThl C OCHOBHBIMU
OHJIaMH-CEepBUCAMU XpaHeHUs, TaKuMM Kak Dropbox, Google Drive, OneDrive ot Microsoft unu SugarSync. Hcronb3yeT nmydinue aaropuTMh mmbpoBanus Best npouenypa mudpoBanus npoxonuT 6e3 mpobieM, Tak Kak mporpaMMa co3flaeT Ha KOMIIbIOTepe
BUPTYAJIbHBIN OUCK, T BCe MaHHBIE 3alUINAI0TCS Iepe UX OTIIPABKOM B MMANIKy CUHXPOHU3AIIMY BHIIEYIIOMSHYTHIX CITy2K0. Bce 971eMeHTHI 3alUINe bl 0 OTAETbHOCTH C UCIIOIb30BAHNEM CTPOTHX CTAaHAAPTOB, MCIIOIb3YIONINX Kak cuMMeTpuyHoe (AES-256), Tak u
acuMMeTpuyHoe mudpobanue (RSA), ocHOBaHHOE Ha [ABYX KJl0UaX: YaCTHOM U OTKPHITOM. [I71 UCIIOIb30BaHUS IPUI0KeHUs TpeOyeTcs y4eTHas 3allucCh, U 1OCJIe BXOa B CUCTEMY OHO aBTOMAaTUYECKHU OIpe[ieNsieT, eCTh JIU Y Bac marnka 0071a4Hoi CUHXPOHU3alluY B
cucteMe. Eciu OH He MOXKEeT HaTH MeCTOIIOJI0KeHHUe, Bbl MOXKETe YKa3aTh ero BPY4YHYIO; IIOAIePKUBAIOTCSI HECKOIBKO MeCTOIonoxeHui. [Ipoctast Kondurypauus IToMruMo yKa3aHUS MECTOIIOIOKEHUS MTallK¥ CUHXPOHU3AIUH, 15 ITpaBuiIbHOM padoTsl BoxCryptor
He TaK MHOT'0 HY>KHO HaCTPOUTh. ET0 MOXKHO HAaCTPOUTH TaK, YTOOHI OH 3aIlyCKaJICsl BMECTE C OIEpPaIlMOHHON CHCTEMOM U aBTOMaTUYEeCKH ITPOBEPSIT Hanuune 00HOBIEHUH. [Ipyroi BapuaHT — BKJIIOYUTE MG PoBaHue UMeH (GaitioB, HO 9TO HOCTYIITHO TOIBKO B
nyaTHOU Bepcuu. Jlerko paboraTs ¢ [Tocie TOro, Kak BCe HACTPOEHO, MKU(pPOBaHUe NaHHBIX CTAHOBUTCS HECIIOKHBIM [I€JIOM, IIOTOMY YTO BCE, UTO BaM HYKHO CeNlaTh I UX 3alllUTHl, — 9TO MOMECTUTh uX Ha AucK BoxCryptor. [Tpu mopkimoueHu BUPTyaIbHOTO
O¥CKa K IalKe OHIalH-CUHXPOHMU3AaIuY BCe MaHHbBIEe aBTOMaTHYECKH 3allIUINAl0TCS ¥ TOTOBH K OTIIPaBKe B yaaleHHOe xpaHumnuile. C Opyroi CTOPOHEI, MBI 3aMETHIIH, UTO €CJIA B ITallke CHHXPOHU3aLUM eCcThb (aiiniel, BoxCryptor He mepexoauT K ux mudpoBaHUIO
aBTOMaTUYECKHU, U BaM HYKHO MHULIMUPOBATh IIPOIECC M3 UX KOHTEKCTHOTO MEHIO; TOJIbKO HOBHIE (paiisibl 00pabaThIBalOTCS aBTOMaTHu4decku. [IpuBeT, 1 UCmonb3yo Boxcryptor, u 3T0 3m0poB0.MHe MHTEPECHO, He MOTJI ObI BBl CKa3aTh MHE, KOT'/ia BhI
pacmudpoBriBaeTe (Hauibl, €CTh JIX CII0CO0 OTPUILTPOBATh HEKOTOPHIE 3alnbpoBaHHbIe (aiiibl Ha KneHTe? HanpuMmep, S Xx04y IOMeCTUTD Bce daliikl, 3amudppoBaHHele Boxcryptor, B manky, oTGUIbTPOBATh 10 PACIIMPEHUIO U TIAPOJII0. ABISETCS U 3TO
BO3MOXKHHIM? [IpuBeT [TaMesa, 3TO HEBO3MOXKHO Ha CTOPOHE KJIMEHTa; €CJIM Bbl XOTUTE CHeNlaTh 9TO, BaM IIPUIETCS UCIIOIb30BaTh CIyxkK0y, HanpuMep, COOCTBEHHBIN KINEHTCKUM KITHEeHT Boxcryptor, 3meck y Bac eCTbh PYKOBOACTBO II0 €r0 UCII0Ib30BaHUI0. f paboTaro
B OOJIBIIIOM MajioM Ou3Hece, TIe MBI
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BoxCryptor — 3T0 IIpoCToe MPUIOKEHNUE C MMPOCTOH 1e/Ibi0: IMMGppPOoBaHNe JaHHBIX B 0071aYHOM XpaHUIHIIE, YTOOH ITIOCTOPOHHME JIKIla He UMEJIH [OCTyIa K KOHTEHTY, IOTOMY 4YTO BCe 3alnGpoBaHO JTIOKaIbHO. [IpOAyKT npegHa3HadyeH [jisg pab0oThl C OCHOBHEIMU
OHJIaMH-CEepBUCAMU XpaHeHus, TakKuMM Kak Dropbox, Google Drive, OneDrive ot Microsoft unu SugarSync. Hcrons3yeT mydinue aJropuTMh mmbpoBanus Best mpouenypa mudpoBanus mpoxonuT 6e3 mpobieM, Tak Kak mporpaMMa co3flaeT Ha KOMIIbIOTepe
BHPTYaJIbHBIM OUCK, T€ BCe MaHHbIe 3alUINAaloTCs Iepef UX OTIPAaBKOM B MMANKy CUHXPOHU3AIIMU BHIIEYIIOMSIHYTHIX CITy2K0. Bce 971eMeHTHl 3aluIleHbl 10 OTOETbHOCTH C MCIIOIb30BaHNEM CTPOTUX CTaHAAPTOB, HCIOJb3YIOMINX Kak cuMMeTpuyHoe (AES-256), Tak u
acuMMeTpuyHoe mudpobanue (RSA), ocHOBaHHOE Ha [ABYX KJI0YaX: YaCTHOM U OTKPHITOM. [I71 UCIIOIb30BaHUS IPUI0KeHUs TpeOyeTcs ydeTHas 3alluCh, U 1OCJIe BXO[a B CUCTEMY OHO aBTOMATUYECKHU OIpe[ieNsieT, eCTh JIU Y Bac Marnka 00/1a4Hoi CUHXPOHU3AIIuY B
cucteMe. Eciu OH He MOXKEeT HalTH MeCTOIIOJI0OKeHHe, Bbl MOXKETe YKa3aTh ero BPYYHYIO; ITOAIePKUBAIOTCSI HECKOIBKO MECTOIonoXeHuu. [Ipoctast KoHdurypauus IIoMruMo yKa3aHUsS MECTOIIOIOKEHUS MMallKW CUHXPOHU3AIUH, 15 ITpaBuiIbHOM padoTsl BoxCryptor
He TaK MHOT'0 HY2KHO HaCTPOUTh. Ero MOKHO HaCTPOUTH Tak, YTOOBI OH 3aIlyCKaJICs BMECTEe C OTepaliOHHON CUCTEMOM U aBTOMaTUYeCKH IIPOBEPSII Hanuyrue 00HOBIEeHUN. [[pyroil BapuaHT — BKJIIOYUTH IM(ppoBaHUe UMeH (aiioB, HO 3TO JOCTYIIHO TOJBKO B
naTHOU Bepcuu. Jlerko paboraTs ¢ [Tocie Toro, Kak BCe HACTPOEHO, MKU(pPOBaHUe NaHHBIX CTAHOBUTCS HECIJIOXKHBEIM [I€JIOM, IIOTOMY YTO BCE, UTO BaM HYKHO CHeNlaTh IS UX 3allUThl, — 9TO MIOMECTUTh uX Ha AucK BoxCryptor. [Tpu mopkioueHU BUPTYaTbHOTO
O¥CKa K IalKe OHIalH-CUHXPOHM3AINY BCe TaHHBIEe aBTOMAaTHUYECKH 3allUINAl0TCS U TOTOBH K OTIIPaBKe B yaaleHHOe xpaHumnuile. C Opyroi CTOPOHEI, MBI 3aMETHIIH, UTO €CJIA B ITallke CHHXPOHU3alUM eCcThb (aitnnel, BoxCryptor He mepexoguT K ux mudpoBaHUIO
aBTOMaTUYECKHU, U BaM HYKHO MHULIMUPOBATH MIPOIIECC U3 UX KOHTEKCTHOTO MEHIO; TOJIbKO HOBHIE (paiisibl oOpabaTriBaloTCs aBTOMaTudecku. BeiBom BoxCryptor, 6e3yclioBHO, ABISETCS OBICTPEIM U YOOOHBIM CITOCOO0M 3arpy3Ku Balux (aiiioB B 001aK0, yxKe
3alIXIIEHHBIX C TIOMOIIBIO MU(POBAHUS, HO 3TO HE TaK. Pa3paboTumK 3asBIIsIeT, YTO CEPBUC He XPaHUT HUKAKUX CBEIEeHUM O BalllMX K/II04ax MU(GPOBaHUS UM IIAPOJISX, YTO MOJIKHO IMOBHICUTh IIPUBJIEKATENIBHOCTH [IJIS MTOIb30BaTesel. Boxcryptor — aTo mpocroe
IPUIIOKEHHEe C IIPOCTOM 11eNbio: MK (pPoBaHKe MaHHBIX B 00JIaYHOM XpaHUIIKIIE, YTOOB IIOCTOPOHHKE JIUIla He UMEJIH NOCTYIa K KOHTEHTY, IIOTOMY YTO BCe 3amu@poBaHo JI0KalIbHO. [IPOAYKT MpenHa3HayeH Ot paO0TH C OCHOBHBIMY OHJIaMH-CEPBUCAMU XPaHEHMUSI,
takuMu Kak Dropbox, Google Drive, OneDrive ot Microsoft unu SugarSync. Mcnonb3yeT ny4dinne anropuTMH I poBanus Bes npolienypa mu@poBaHus MPoXoauT 6e3 mpobiieM, TOCKOIbKY IIporpaMMa CO3[aeT BUPTyasIbHBIN OUCK.



System Requirements For BoxCryptor:

Windows 7 MunumyM 4 I'b onepatuBHOM nmaMsatu MunumyMm 1 I'B guckoBoro npoctpaHcTBa MunumyM 8 I'B cBoOogHOTrO MecTa Ha AUCKe (MIu ycTaHOBUTE Steam B mpyrou paspmen) MunumyMm 4 I'b BumeonamMsaTu ITo urpa, Tpebyrolias caMbIX BEICOKUX
XapaKTEepPUCTHUK, T03TOMY OyIbTe TOTOBEI, €CJIH Y Bac HUXKe. Huxe mpruBeqeHs MUHUMAJIbHEIE PEKOMEHTyeMble XapaKTePHUCTUKYN: HuxXKe MpuBeieHbl MUHUMAaIbHbIE peKOMeHnyeMble xapakTepuctuku: Windows 7 MunumyM 4 I'b onepaTuBHoM maMsatu Munumym 1 I'b
OUCKOBOTO IIpocTpaHcTBa MunumMyM 8 I'B cBOGOMHOTO MecTa Ha OucKe (MM YCTaHOBUTE Steam B Apyro# pasmen) Munumym 4



